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In this study, the top 10 web application security vulnerabilities published by
OWASP, the sources of the vulnerabilities and the security solutions used to prevent
attacks that exploit these vulnerabilities were investigated, the precautions that can be
taken against the attacks that can be carried out using these vulnerabilities were
evaluated in terms of usage areas, platform-independence, working logic and
efficiency have been compared. In line with the information and findings obtained,
suggestions on what kind of security solution should be taken and preferred against
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which types of attacks, and solutions for increasing awareness and web application

security were presented.

I. INTRODUCTION

SQL (Structured Query Language) is a structured
query language used to perform operations such as
web services and applications have shaped
information sharing and increased the use of web
applications with the widespread use of the Internet
[1]. Web applications can be used for financial
transactions, information sharing, socialization and
communication, as well as for the provision of public
services over the internet by states. Web applications
that enable many transactions become the target of
attacks because they contain various information such
as personal information, bank account information
and corporate information [2].

Ensuring the security of these environments is
directly related to the security of web applications.
Web application security refers to all the measures
taken to ensure the confidentiality, integrity and
accessibility of the data it contains. Abuse of web
application vulnerabilities can cause material and
moral damages for individuals and institutions. On
October 10, 2014, it was revealed that the user
account was compromised by exploiting a
vulnerability in the application code of PayPal, an
online payment method [3].

An example of cyber-attacks on web applications is
cyber-attacks on Estonia by Russia. In Estonia, which
provides most of its services over the web, life has
come to a standstill as a result of attacks. In order to

prevent these attacks, security measures are
implemented to ensure the security of intrusion
detection/prevention system, firewall, application
layer firewall, database firewall and application code.
In this way, work continues to ensure the safety of
these environments with many techniques and
technologies [4].

In this study, web application vulnerabilities and the
environments in which these vulnerabilities exist were
investigated in order to increase web application
security. Studies on security solutions used against
attacks by exploiting vulnerabilities on these
environments have been examined. Security solutions
were compared in terms of their working logic,
performance and success against attacks, and which
solutions should be applied in which types of attacks.
In this way, a comprehensive research has been
presented on what kind of security solution security
experts prefer against which types of attacks.

Il. SECURITY STATUS AND WEB
APPLICATIONS OVERVIEW

The Internet is the largest network and with the
increase in the use of the Internet, the applications
used in information systems are also developing in an
Internet network-oriented manner. With the spread of
the Internet, web applications have started to be used
instead of desktop applications. Web applications



occupy an important place in our daily life and offer
rich features such as pictures, videos and audio
materials with an interactive structure [5].

Many factors such as curiosity, malicious intent,
and the hope of making money play a role in making
web applications the target of attacks. These factors
are triggered by the fact that the functionality of the
developed application is taken into account rather
than its security, web application development by
people who lack security knowledge, and the resulting
vulnerabilities. There are various reports that reveal
the security status of web applications. According to
the "Web Site Security Statistics" report published by
"White Hat Security”, a company that provides
solutions for web security, the vulnerability detection
values of the websites in different domains analyzed
by us have been charted by us as percentiles. It has
also been stated [6].

According to the "Application Vulnerability Trends

Report 2014" of CENZIC, an institution that provides
application security for the continuous assessment of
cloud, mobile and web vulnerabilities, 96% of
applications have one or more serious vulnerabilities,
is known to exist. In addition, while the number of
openings per application was 13 in 2012, this figure
increased to 14 [7].
Statistical data show that something is wrong in this
regard and those different security solutions should
now be developed and implemented. In this study,
vulnerability sources and security solutions in web
applications were examined and suggestions were
made to security managers about the issues that they
should pay attention to when choosing the right
security solution [8].

I11. SECURITY VULNERABILITIES OF WEB
APPLICATION

When the literature is examined, OWASP stands
out as the most comprehensive organization working
on security risks. OWASP is an organization focused
on improving software security worldwide. The
organization's mission is to promote software security
so individuals and organizations around the world can
make informed decisions about real software security
risks. The organization publishes the most common
web application vulnerabilities to raise awareness in
web application security [9].

Web applications are insecure; the source code of
the application is caused by the vulnerabilities on the
communication infrastructure between the server on
which the application is running or the server client
[10].

While evaluating the affected party, the affected
party is considered as the server, since when the
server is affected, the client will also be affected
directly or indirectly. In cases where only the user is
affected, the client is considered as the affected party
in cases where both the server and the client are
affected separately.
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The OWASP organization publishes the most
common web application vulnerabilities to raise
awareness in web application security. According to
the list published by OWASP, the top 10
vulnerabilities are discussed under the following
headings as application code vulnerabilities, server-
based vulnerabilities and communication
infrastructure  vulnerabilities. While 8 of the
vulnerabilities are application code, the others are
discussed under the headings of server and
communication infrastructure.

A. Vulnerabilities of Source Code

Defects in the code are under this category. Attacks
that can cause serious damage to the system can be
organized on these vulnerabilities. The majority of
attacks on web applications are caused by not
checking the input values received from the user [4].
SQL injection and cross-site scripting attacks are also
attacks that exploit failure to check the compatibility
of input values [11]. The vulnerabilities and exploit
methods that are in the OWASP list of 10 most
known vulnerabilities originating from the application
code are explained below.

Injection: Injection vulnerabilities occur when
untrusted data is sent to the interpreter in part of the
command or query. The attacker's malicious data can
mislead the interpreter to execute undesired
commands or gain access to the data without proper
authorization. Injection attacks can be made via SQL,
OS and LDAP commands [12].

Broken Authentication and Session Management
occurs as a result of not implementing the
authentication and session management related
functions of the Application functions. Through this
vulnerability, attackers can use the vulnerability in the
form of passwords, keys, session tokens or to guess
other users' information.

Cross-Site Scripting (XSS), Cross-Site Scripting
vulnerability occurs when applications are not
properly validated when receiving or sending
untrusted data through a web browser. This
vulnerability allows attackers to run scripts on their
victim's browser. As a result of the attack, the user's
session information can be stolen, websites can be
damaged or users can be directed to malicious sites
[13].

Insecure Direct Object References, Direct object
reference occurs as a result of the application
developer not doing proper access control to the
references of internal application objects used in the
application. As a result of the lack of access control or
other protection of the references, attackers can
change these references by gaining unauthorized
access to the data [14].

Sensitive Data Exposure does not properly protect
credit cards, tax numbers, and identification
information in most Web applications. Attackers can
also steal or exchange poorly protected data for credit
card fraud, identity theft or other crimes. This
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openness allows unauthorized access to sensitive
information on the application. Extra precautions such
as encryption should be taken when storing or sending
sensitive data to avoid exposure [13].

Missing Function Level Access Control In most
Web applications, functions are validated at the access
rights level before the user interface becomes
available. However, applications must perform these
access controls on the server when accessing each
function. If the request is not authenticated, it is
possible for attackers to access functions with fake
requests without proper authentication [13].

Components such as Using Known Vulnerable
Components, Software modules, frameworks, and
libraries generally run with full authority. If the
vulnerabilities of these components can be exploited,
attackers can facilitate data loss or server hijacking on
the system through the vulnerabilities. The use of
components  with  known  vulnerabilities in
applications can reduce the security level of the
application and allow possible attack areas and effects
[14].

Invalidated Redirects and Forwards Web
applications frequently redirect users to other pages
and websites and use untrusted data to decide
destination pages. In this type of attack, attackers can
redirect users to fake or malicious sites or forward
them to access unauthorized pages [14].

B. Server Inherited Vulnerabilities

The vulnerabilities that arise due to not properly
configuring the security on the server where the
application is running are evaluated under this
category [15]. The server-based vulnerabilities and
exploit methods, which are on the OWASP list of 10
most known vulnerabilities, are discussed below.
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originating from the communication infrastructure, is
given below.

Cross-Site Request Forgery (CSRF) these attacks
force the logged in user's browser to send fake HTTP
requests containing the user's session cookie or other
automatically added credential to create clarity on the
web application. This allows attackers to see
incoming requests from the wvulnerable web
application as legitimate requests from the user. In
this way, information such as the e-mail address of the
users on the system can be changed [16].

IV. METHODS OF PROTECTION FROM
ATTACKS OF WEB APPLICATIONS

There are many academic and commercial security
solutions developed to prevent attacks on web
applications. When security solutions are examined,
PHAN, SWAP, Diglossia, PSIAQOP security
solutions are suggested to ensure the security of the
application code. In addition, Intrusion Detection
Systems approaches are used as signature-based
security systems and anomaly-based security systems
[17]. In this section, Intrusion Detection Systems and
methods used to secure application code are
explained.

As a result of the research, the criteria that provide
original and effective solutions were selected among
the features of security solutions. These criteria are;
signature-based, performance-enabled, programming
language-specific, successful in a zero-day attack.
These criteria and security solutions are classified in
Table 1.

TABLEl. COMPARISON OF SECURITY SOLUTIONS

Security Misconfiguration, Security needs for Trust | Signature | Performance | Programming |Succeed in
applications, frameworks, application server, web Method | Based Enabled Language | Zero-Day
server, database server and environments must be soae o Specific Attack
found; secure configuration must be defined and gased v x x
applied in order to ensure the security of the Systems
application. Because the default security settings are Anomaly x % « v
insecure, the security configuration must be defined, Based
implemented and maintained, plus the software must Systems
be up-to-date. As a result of not applying the security PHAN v x v v
controls properly, the vulnerability on the server can SWAP v v x v
be exploited and access to the data on the application —
can be achieved. An example of this is the situation Diglossia | ¥ v * *
where no password is set in the database connection PSIAQOP| V¥ x x x

and the remote connection feature is turned on.

A. Systems of Intrusion Detection

Intrusion detection systems are a security system that
is used to detect whether there is an attack on a system
and provides protection against both internal and external
attacks. This system; There are two types as terminal and
network-based intrusion detection systems, and terminal-
based intrusion detection systems analyze data on one or
more terminal systems. This information is usually;
system calls, application logs, file system changes.

C. Vulnerabilities of Communication Infrastructure

The vulnerabilities on the communication
infrastructure between the server and the client are
covered under this category. These are vulnerabilities
that arise from vulnerabilities in the transmission
layer, network layer, or other layers of the OSI model.
The vulnerability and exploitation method, which is in
the OWASP list of 10 most known vulnerabilities and
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Network-based intrusion detection systems, on the other
hand, analyze the traffic passing over it at a location that
will pass over all traffic in the network topology [18].
Intrusion detection systems are discussed under two
headings as anomaly-based and signature-based. These
methods are described below.

Anomaly-based intrusion detection system, anomaly-
based intrusion detection system works on a
predetermined behavior reference. In this approach, two
profiles are used, namely the determined behavior and the
instantaneous behavior of the system. In the behavior
determination process, taken from various sources;
Various information such as processor usage, TCP
connection number, monitoring events, keystroke records,
system calls, network packets, user session times, number
of emails, access to file systems and secure working
conditions are used. Behavior determination can be done
statically or dynamically. After the behavior
determination process, the known behavior and the
instantaneous behavior of the system are compared to
determine whether there is an attack [19]. The main
problems in anomaly based systems are; the necessity of
determining the normal operation of the system
beforehand, the change of the conditions determined as
the normal operation of the system over time, the
perception of attacks as normal behavior while learning
the normal behavior, and the difficulty of machine
learning techniques. In addition, if the normal behavior of
the system changes very often over time, malicious
people can spread the attack over a wide period of time
and make it unnoticed on the system. Anomaly-based
approaches provide more successful protection against
zero-day attacks because they continuously monitor the
events on the system and do not work depending on a
certain condition. However, false warnings are common
with this approach [20].

Signature-based intrusion detection system is an
approach that works on signatures created from known
attacks, using the knowledge obtained previously from
signature-based systems. In signature-based systems,
although there is an attack, it cannot be protected against
unique attacks that could not be detected beforehand and
that are not found in the signature database. However,
effective protection is provided against previously known
attacks found in the signature database. The signature-
based approach is more acceptable in the real world
because it generates fewer false alerts than other
approaches [21].

The purpose of intrusion detection systems is to detect
unauthorized access, infiltration of information systems,
unwanted and malicious network traffic, and minimize
the damage of malicious software such as viruses, Trojan
horses and worms. Since intrusion detection systems are
designed to protect information systems against attacks
that may come over the network, they can also provide
protection against attacks that can be made over the
system in attacks against web applications. Intrusion
detection systems can detect attacks that exploit known
vulnerability — components and  exploit  security
misconfiguration vulnerabilities [22].

B. Methods Used to Securing Application Code

There are also methods to ensure the security of the
application code in order to increase web application
security. These methods have limitations such as being
specific to the attack type and programming language.
There are many methods in the literature to ensure the
security of the application code.

Diglossia is a tool that can precisely and effectively
detect whether there is an injection attack in SQL and
NoSQL queries in web applications. Diglossia can protect
against SQL and NoSQL injection attacks, which are
attacks using the injection vulnerability [23].

SWAP (Secure Web Application Proxy) is a server-
side security solution. SWAP can protect against attacks
that use cross-site scripting vulnerability by running a
reverse proxy on the system and thus controlling the
content of all HTML responses [12].

PHAN (PHP Hybrid Analyzer) is a tool that runs in the
PHP programming language, using a hybrid approach to
security of web applications by combining the strengths
of static and dynamic methods. Phan can protect against
attacks using injection vulnerabilities [4].

PSIAQOP (Preventing SQL Injection Attack based on
Query Optimization Process) is a unique approach that
provides protection against all known SQL injection
attacks by optimizing the query [26]. Query optimization
depends on heuristic rules. PSIAQOP can protect against
SQL injection attacks using the injection vulnerability
[16].

V. CONCLUSIONS AND
RECOMMENDATIONS

In this article, the top 10 web application
vulnerabilities published by OWASP, vulnerability
sources and security solutions used against attacks that
exploit these vulnerability sources are discussed.
According to the results obtained as a result of the
research:

1. Checking and closing the vulnerabilities in web
application security, which are summarized in this
study and consist of application code, server and
communication infrastructure,

2. The diversity of security solutions and the selection

of these security solutions;
a. The software language in which the application
is developed,
b. The number of servers the application is running
on,
c. The software and hardware features of the server
on which the application is running,
d. The web server program on which the
application runs.
. Attention to criteria such as
. The majority of wvulnerabilities are caused by
application code flaws,
5. Information security awareness level of people who
use web applications as well as web application
developers is of great importance,

W
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6.

8.

Making use of the application code security
methods presented in this study in order to increase
web application security,

. Timely detection of attacks is very important in

order to ensure application security and the
detection methods presented in Chapter IV must be
used,

It has been seen that the current gaps should be
followed and eliminated.

With this study, it is aimed to contribute to increasing
web application security by helping security experts to
choose a security solution against which kinds of
vulnerabilities in web application security.
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